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WHAT IS CLAIMED IS 
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A device for checking user identification, 

comprising: 1 

a\calculation unit which calculates a check 
value by appWing a user-specific formula to at least 
one randomly Venerated number; and 

a matching unit which checks if the check 
value matches a\ \jser-entered value that is entered by a 
user in responsev to said at least one randomly 
generated number pVesented to the user. 



2. The devic^\as claimed in claim 1, wherein 
said calculation unit oV^puts a fixed number as the 
check value if the user-^pfeecif ic formula consists of 
the fixed number. 




The device as 



imed in claim 1, wherein 



the user-specific formula includes a variable that is 



an indication of a time at whic> 
calculates the check value. 



aid calculation unit 



35 4. The device as claimed in\claim 1, further 

comprising: 

a control-data unit which stoAes therein user 
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IDsXand user-specific formulas associated with 
respective user IDs; 

a selection unit which selects the user- 
specific formula from said control-data unit in 
response to a user ID of said user; and 

a random-number generating unit which 
generates \said at least one randomly generated number, 
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5. The device as claimed in claim 4, further 
comprising a registration/updating unit which updates 
one of the user-specific formulas in the control data 
15 unit with a user-entered formula only if a user 

entering the user-entered formula proves knowledge of 
said one of the user\jspecific formulas by entering said 
one of the user-specific formulas. 
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6. A method of checking user identification, 
comprising the steps of: 



25 calculating a check^value by applying a user- 

specific formula to at least one randomly generated 
number ; and 

checking if the check Value matches a user- 
entered value that is entered by V user in response to 

30 said at least one randomly generated number presented 
to the user. 
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7. The method as claimed in claim 6, wherein 
said step of calculating a check value outputs a fixed 





- 36 - 

somber as the check value if the user-specific formula 
cojigists of the fixed number. 
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8. The method as claimed in claim 6, wherein 
the userVspecif ic formula includes a variable that is 
an indica\ion of a time at which said step of 
calculating a check value calculates the check value. 



15 9. ThA method as claimed in claim 6, further 

comprising the steps of: 

storing\ser IDs and user-specific formulas 
associated with respective user IDs in a data storage; 

selecting Nfche user-specific formula from the 
20 data storage in response to a user ID of said user; and 

generating s^id at least one randomly 
generated number. 
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10. The method as claimed in claim 9, further 
comprising a step of updating None of the user-specific 
formulas in the data storage w^th a user-entered 
30 formula only if a user entering \the user-entered 
formula proves knowledge of said bne of the user- 
specific formulas by entering saicA one of the user- 
specific formulas . 
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\1. A computer-readable medium having a 
program emC(©died therein for causing a computer to 
check user identification, said program comprising: 

a Calculation code unit which calculates a 
check value tifc applying a user-specific formula to at 
least one randomly generated number; and 

a matching code unit which checks if the 
check value marches a user-entered value that is 
entered by a usier^in response to said at least one 
randomly generatpd\ number presented to the user, 



15 12. The computer- readable medium as claimed 

in claim 11, wherein \sald calculation code unit outputs 
a fixed number as the\check value if the user-specific 
formula consists of th^ f^xed number. 
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13. The computerAreadable medium as claimed 
in claim 11, wherein the usetr- Specific formula includes 
a variable that is an indications of a time at which 
said calculation code unit caXcuAates the check value. 



14. The computer- 
in claim 11, wherein said program 




medium as claimed 
er comprises: 



a registration/updating code unit which 
stores user IDs and user-specific formulas associated 
with respective user IDs in a data storage; 

a selection code unit which \selects the user 
specific formula from said data storage inVesponse to 
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ir ID of said user; and 

a random-number generating code unit which 
gener&j^s said at least one randomly generated number. 
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15 . \rhe\computer-readable medium as claimed 
in claim 14, wherein^said registration/updating code 
unit updates one ixf tne user-specific formulas in the 



data storage with aN^aser\^ntered formula only if a user 
entering the user-entered formula proves knowledge of 
said one of the user-specif ic\f ormulas by entering said 
one of the user-specific Formulas 
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